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The previous situation:

Laura Bassi is a PC5 class A icebreaker, launched in 1995,
“Ernest Shackleton” of BAS from 1999,
OGS/PNRA from 2019

Cables: Cat7 + a lot of older stuff

Equipment: QNAP NAS, Dell Servers,
Firewall PA-820, Cisco switches and AP

Connectivity: VSAT Band C, Band Ku, Iridium

Software: MyWay for navigation,
Info on-board and web dissemination
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225330000080,

» Superposition of two networks
(ship ~ scientific)




not configured

not updatable 5 /4 ==
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missing passwords, licenses, software =




Networking
Sulla Laura Bass;j

« Emergency procedures
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(Starlink)
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ISSUE #5: REMOTE CONTROL 33NN BT -AN.VEEKE 136 -

Remote monitoring/management

Web dissemination
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ISSUE #6: TIME

Limited time for planning,
purchasing

and setting up!

Approximately from July to October




" how did we start?
what have we done?
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#1: SURVEY

Checking and mapping everything!

We ended up with a full catalog,
based on yellow tags

—mm——————

#PP_HYD_01

15-16

’

01-16

R

#PP_DLB_05
Collegamento al wetlab

#PP_DLB_03

DLB engine control room
(sopra le scale)

-

Room 432

’
I
1
i
: #PP_432
1
1
1
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#2: NETWORK TOPOLOGY

« Physical vs logical architecture
* LAN, WAN, VLANs
« Switches L2 and L3 (routing)

A perimeter firewall

ROU_BRD
switch L3
CX6000

FW_BRD
firewall
PA-440

10.185.11.1/24

192.168.20.254/24

192.168.1.254/24

192.168.40.254/24

192.168.30.254/24

192.168.35.254/24

192.168.21.254/24

VLAN 20 (mgt)
192.168.20.0/24

VLAN 101 (main)
192.168.1.0/24

VLAN 40 (rooms)
192.168.40.0/24

VLAN 30
[wifi_guest)

VLAN 35
[wifi_staff)

WVLAN 21
(wifi_door)




« 2 SSID, 2 policies!

« 1 password to rule them all




e Starlink

Intellian

 LTE

e Iridium

Telespazio: TBox, a double network,
an algorithm, bandwith control
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application layer,

encryption decoding,
signature matching GH.
for all threats and content

0 T

VirtualWire solution:



We had only the QNAP NAS...
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#6b: SERVERS

The FOSS paradigm:
free and open-source software.

Raspberry Pi 4 8GB

+ Linux Ubuntu Server 22.04 (64 bit)
+ NEO aluminum case for cooling

+ a lot of standard free software

Small (10cm x 7cm)

Low cost (< 200EUR)

Versatile, complete, expendable
Easy to backup (SD card)
Quantity vs power
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#7: REMOTE CONNECTION

Monitoring and controlling everything
from ~everywhere~ to Antarctica...

33 root
34 root
35 root
38 root
39 root
43 root
45 root
46 root
47 root

Free license (nor

rofessional use).

192.168.2055

Navigation

GPS

st update (UTC): 19/412024 08 5301

miurcev — ubuntu@pnra-server: ~ — ssh ubuntu@192.168.20.50 — 177x45

idle_inject/3
migration/3
ksoftirqd/3
kdevtmpfs
inet_frag_wg
Kauditd
Khungtaskd
oom_reaper
writeback
kcompactd®

N/R Laura Bassi
-- GPS offline --

Last update (UTC) 15/5/2024 02104 02
4

2 seconds ago

No public IP address!?!

48 root
49 root

50 root khugepaged

dhcp-alive.py c X i npilato QI . it signifi =
h B gsecondssgo  admin 0 R

$ crontab -1
Edit this file to introduce tasks

Each task to run has to be define M Management Modules
indicating with different fields
and what command to run for the t

« Basic solution: AnyDesk
for Windows (cloud)

To define the time you can provid
minute (m), hour (h), day of mont
and day of week (dow) or use '*'

#
#

#

#

#

#

#

#

#

#

# Notice that tasks will be started
# daemon's notion of time and timez
#

# Qutput of the crontab jobs (inclu @ cry @ Memory 0 systeminfo

# email to the user the crontab fil Hf Fof Vi M 111005 Ulzation Mot Ml 11:29% MormoryUsae Syatem Ut Sari 4
# —

# For example, you can run a backup. PN— basabtac
#at 5 a.m every week with:

#05* %1 tar -zcf fvar/backups/h y 05 Verson
#

# For more information see the manu e g Pt

5 :
#

 Advanced solution: WireGuard VPN
(server in OGYS)

m h dom mon dow  command
£/10 * * * * python3 /home/ubuntu/d ) Power Supplies
#/1 = * = = python3 /home/ubuntu/1b
®/1 = = = = python3 /home/ubuntu/lb
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#8: ACQUISITION/MONITORING

« ICT infrastructure status
« Kongsberg SeaPath GPS

* AirMar meteo station

« Web page for local
and remote monitoring

gnra—door pnra-server

Airmar

7 1b_collect_meteo.py

meteo

b sys_daarpy [ Ib_sys_server.py

http/post http/post UDP 10110

Ib_collect_meteo.php

Ib_sys_door.php Ib_sys_server.php [ Ib_collect_nav.py

B /b_sys_door.json B Ib_sys_server.json B /b_meteo.json B /b_nav.json

$WIMDA,29.7633,1,1.0079,8,21.2,C, ..., 158.0,T,155.1,
M25.6N,132,M23
Eaxcrla . SWIMWV,120.1,R,25.3 N,A"15 Ib_gather.py
Casavatore \

Gittac

N

San Pietro .

Sggeordire s oot 7 B /b_data.json
N / o ’

Miano

http/post

Connectivity LTE

Ib_insert.php

e W ‘ database

Temperature °C 36.998 PostgreSQL

: N Ib_data.json
7 / - B Ib_dota.
Pew 4 [
/ | Last update (UTC): 31/5/2024 10:28:01
\SE\HT Géovann‘r B Temperature °C 35.537
NaTeduccio
N\ =
DHCP i
Marianella internet user

[ ]
-

Last update (UTC): 31/5/2024 10:27.02
Temperature °C 35.05
I WireGuard

I firewall PA-440
[ switch/router L3

I switch L2 - ship office

[ switch L2 - client office
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#9: WELCOME ON BOARD

Intranet for everybody
based on Apache server
with documents,

links, real-time info,
shared screens...

N/R Laura Bassi

Welcome on Board

Last update (UTC): 2024-04-19 08:53:01 Lat=40.842244 Lon=14.272058 Speed=0kis Heading=180.05° T=21.1°C

Scientific personnel

Scientific personnel

—

Cabin plan

Telephone numbers

—
Ship plan

CTD - Rosette monitor

Cabin plan

Navigation

Shared folder
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#10: SHOWTIME!

Official web page

with real-time position,
vessel tracking,
vectorial and raster maps,
meteo info,
ext. layers,
POI,
campaigns,

&0GS
N/R Laura Bassi

&0GS

n_‘l.h

N/R Laura Bassi

auckland

%ikdand Islands / Motu Maha

Concordia Research
.

S0GS

R/V LauraBassi

39th PNRA Antarctic Campaign
Last update:
UTC 2024-02:27 125901
local 2024-02:27 135901

Latitude
Longitude = 1680411305

168°24678€

Speed =125kts
Heading = 1134

Temperature =81°C
Pressure = 1006 mbar

e concentration map.
fessel track

s N/R Laura Bassi

R/V LauraBassi
39th PNRA Antarctic Campaign
Last update:

UTC 2024-03-01 13:04:01
focal 2024-03-0114:04:01

Latitud
Longitude = 1730721645
43STAAS
173%4.3299€
Torre Caracciolo

Cosorigre=—>

Piscinotag —_/ San Pletro
ST SRsecondigliano aPatierno

4

i

Santa Croce
R

R/V Laura Bassi
[curentstatus- ]
Last update

UTC: 2024-05-3110:31:01
Local: 2024-05-3112:31:01

laurabassi.ogs.it

\ ale
Information
Avarcik mpom: Wil . an .. St 080 Shrene B ot wasn At Gromding i ad th s, 08
hostylssiod e b i
—

0 25 50 75

e concentration

Website designed and mantained by OGS - CGN/LabLab, hosting by OGS - DIAM.

N

=

Guantai

Piotura
)

il

190

Stabiimento. 4
sigerirgico posillipol
dlBognol;

H
Coroglio b
K Capo di Posilipa’

Temperature =211°C
Pressure =1006.1 mbar

.. [ Vessel track
I Time labels

J Information

14.2345,40.8422




© very well!
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» No critical issues or failures
 Remote management smooth and effective

« Minor adjustments of firewall policies
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« Wi-Fi difficult to adapt/expand
(e.g. refrigerators for ice cores)

* Old fashion VSAT: broken, slow, unstable

« Minor problems: e.g. screen sharing
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what next?
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(» SPEEDTEST

© DOWNLOAD

263.6
FUTURE: STARLINK! -

@ JTTER @ UPLOAD

3 1

C rea”y gIObaI SpaceX Starlink

1452241040
o

- SPEED TEST ©

—(0)(e)

251 Mbps

28 Mbps Upload

« quality of life
* videoconferences
» scientific data

» speed / cost

RT monitoring A ' g | - wa gy e

OUTSTANDING! = s
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FUTURE: STARLINK?

Potential problems:

* Increasing traffic
« Space weather
 Political issues?

Better to have backup

) Live Industry
> Channels > Events > Academy > Awards

Learn more about

= — )
IILmD__\IJ AcademY ‘\The Business of Data Centers )

HOME > NEWS » THE TELECOMS & CONNECTIVITY CHANNEL

Login / Create
o Q
ccount

Starlink back online after yesterday's hour-long

outage
Cause of outage not yet known

May 29, 2024 By: Paul Lipscombe D Have your say

Elon Musk's Starlink is back online following an outage that impacted SpaceX's satelli
evening.

The incident appeared to last for around an hour, before Starlink stated on X, formerl
issue has been fully resolved.”

More than 41,000 users reported issues with Starlink on the
outage tracking website Downdetector.

The cause has not yet been identified, and Musk has yet to

Elon Musk &
@elonmusk - Follow

Major geomagnetic solar storm happening right
now. Biggest in a long time. Starlink satellites are
under a lot of pressure, but holding up so far.
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Universal Time =
Space Weather Prediction Center

Updated Time: 2024-05-11“!1‘00 00.000Z

8:01 AM - May 11, 2024
@ 223Kk @ Reply (2 Copylink

Read 8.3K replies
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FUTURE: GO DIGITAL!
 Network extension

« New core switches i

518 — rugged

 Firewall in H/A

o F | be r-O ptl C baC kbO n eS existent switch single Ethernet cable caté

“Z= existentaccess point double Ethernet cable cat7
. new switch doublefiber optic capble
=

new access point

* New digital CCTV system

* Plenty of WiFi AP

yellowroom

HYD hydrolab =
stern/external 2

New instruments: meteo, = DL drylab [ L ==

’é‘ engine control room

termosalinograph, B sciontic som :
’¢$ engine room 2..: BOSbonded store

nuclear radiation ks

cargo hold
~—

O) BRD bridge

i = () sHo shipoffice

H
deck/external P H
? -

() cLO client office

: %" Adeck - room 432
H

H
H ' B deck - canteen
H
H

e Cdeck-gym
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